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ecurity has become synony
mous with life, particularly when
it comes to our increasing use of

technology. Whether you are using a
Microsoft Word file or surfing the In
ternet, the potential for virus, mal
ware, spyware, identity theft or just
plain destruction of information has
become a real threat to our com-
puting experience

As such, computer security IS an
inherent philosophy that must be inte-
grated into every computing environ-
ment, whether it 1Is at home or
business. Hackers, crackers, scripf
Kiddies and espionage are real threats
and will continually evolve and expand
at an alarming and exponential rate.

More and more of the “invisible
bad guys” want access to our indi
vidual systems and collective corpo
rate networks, and as our society's
economic troubles continue (e.g., un
employment rises), we see the con
tinued exploitation of the financial
crisis to scam people with fake finan
cial transactions services, bogus In-
vestment firms and fraudulent legal
services. Here are just some of the
more important cyber crime trends to
watch out for in 2010:

* Social Networking Sites. Cyber
criminals no longer deliver threats
solely via spam. They are taking
advantage of sites like Facebook

and MySpace.
* Personalized Threats. Continued
expansion of malware in languages

other than English. Cyber criminals

have come to realize that by diver-
sifying into a global market they
can access even larger pools of
valuable identity and confidential
information.

* Targeting Consumer Devices. We ex-

pect increased attacks involving USB
sticks and flash memory devices
used In cameras, picture frames and

other consumer electronics.

e Security Software Scams. The
malware underworld IS usIng




an etfort to
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misieading or outrnight fraudulent

mail stream practices Ir
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* Abusing Free Web-Hosting & Blogging
Services. Websites, such as

Blogspot and Live.com allow

Geocitie:
invone 1o
create a pubhc website for free, without
the authentication necessary when pur
[his

gives spammers the opportunity to run

chasing a domain name website
their underground business with mir

imal expense, Spam from do-it-yourselt
social-website-hosting providers arrives
at its destination with far greater fre
quency than links pointing to domain

)ames assigned by legiimate registrars
* Browser-Based Attacks. Cyber cniminals
will Increasingly attack via web browsers
as they are the least protected and there

fore, easest way 1o transtfer malware,

* Breaches of Confidential Data. Infor
mation that 1s managed by partner and

Ask yourself

Trust

i Document Destruction Programs

O Media/Hard Drive/e-Waste Destruction

subsidiary companies of bigger com

panies will be exposed more fre
quently, forcing an overhaul of data
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* Localized Phishing Campaigns. Online
scammers will increasingly target spe

cific communities, especially on un
versity campuses, where professional
I00KINg e-malls claiming to be assol
ated with the school's financial or
scholarship department will be blasted
to all the students at the schoo
* Increase in Forging and Abuse of Free
E-mail Services. The free e-mail serv
ounts to

, with arbitrary "from™ ad

Ices have started to allow acs
send mal
dresses. This has increased the us
abllity of these services significantly to
businesses, but has also increased the
‘abusability” by spammers

loday, cyber crime and Internet fraud

ire extremely high profile, although de

CYBER WATCH

tecting and enforcing these novel and de
Structive

pose enormous challenges

crimimal activity continues to

tfor traditional
ind conservative forensic techniques and
business Inteligence technology

his has

for computer

now become a daunting task
forensic analysts, as the
volume of data that has now come Into play
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iIch magnitude that it 1s cnppling to

contemporary analytical tools. One

possible solutior y egucating and en

forcing the human component to help min

mize the destruction until technology

omes up with faster, more reliable av
enues to catch up to this cancer that i1s In
fecting our nation at a remarkable rate. ®
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Is my company’s
information completely

secure!?

Ed
@ Information Protection Consulting

1-877-821-961 |

www.blue-pencil.ca |

Pencil’s Consultation and Information Destruction Program to fully protect your company.
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Information Destruction Management

* SECURITY MATTERS



